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Banking/Finance and Software Testing have a lot in comiors all about risk!
Even more specifically it is about the clear understandf the risks being
undertaken. The Banking/Finance domain is focused on risksialytheir clients
and the investments that the institution makes, whéresting is about risk analysis
and reporting on the Quality of software (applicationgjar test.

In the IT world, the Banking/Finance sector is perceagtbeing conservative;
characterised by being not quick on the uptake of new appachechniques, very
risk adverse, as well as being particularly price sensifihis has lead to a reliance
on the older, more “traditional” development approachesh as the Waterfall or V-
Model. These approaches have been considered to be apusbnservative, and
although not cheap, have been used extensively in therazaikd Finance domain.
However times are changing and now there is the pusiefting more products to
market and getting them there faster and much more ffestieely! .

To understand how to approach testing in the Banking/Fifaoo®in, there needs

to be a model of the domain. There are many types ofiBguakd Financial
applications within this industry vertical, so | will genéga (see Figure 1).
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If | postulate that the banking and finance domain iscalpi characterised by multi—
tier functionality! %, which in itself implies a complex “system of sys& ! ®. The
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systems themselves tend to be the result of bespoke pmeio, maybe internal IT
groups, or outsourceéd®. Either way, the systems are theoretically welludoented,
however the documentation is either grossly out of @etevith most documentation)
or has been lost in the myriad of buy-outs, mergetala-overs also typical in the
Banking/Finance domain.

Another characteristic of the Banking/Finance systsrtise preponderance of
interfaces; bank to bank, bank to branch, bank to wetsusest a few obvious
examples. These days there is highly probably a Welddngeas well as many
specific user interfaces. The result is many usersstnkaited systems each with a
different business need and approach to the system.

To further compound the complex situation, the transasta both the data level,
and the User Interface (Ul) can be complex, oftguireng business logic to be
applied at the client side and server side and, as is hagp®aore and more now, in a
Service Layer or Business Logic Laye! “. Most if not all of the activity through
the system will require Secure Transactions, botthband synchronous (real-time).

Another key characteristic, especially when in cotnabe sale of various
Banking/Finance “products” is the huge number of BusinesgssRhat must be
maintained and monitored. There is little margin fooeras this is the fundamental
requirement of a banking system! This is reinforced byhdedl for extensive
regulation and auditing functionality. Reporting is oftee way that audits and
confirmation of adherence to regulations are implentkatel is always a key
component of Banking systems, even more so now the¢ #ire more stringent
requirements as a result of the implementation oflagigns such as Sarbanes-Oxley
and Basel Il. Effective Document Management is keyéa¢bention of important
data and is usually implemented to assist with reportingaadding requirements, as
well as implementation of the Business Rules.

At an infrastructure level, Banking/Finance systemd terhave robust back up
procedures, disaster recovery systems, and high avaylabijtirements. Coupled
with this are massive storage systems, requiring spegalseictions and rapid data
transfer. The complicating factor with this infrastiuet is that it often involves
integration of myriad disparate [e?acy systems asathdt of mergers and take-overs
which are typical of this industfy®..

To summarise the generic Banking/Finance system, | sdelkheing key
characteristics:

* Multi-tier Functionality

» Systems of Systems — Large Scale Integration
* Bespoke Development

» Lacking Documentation

* Many Interfaces

* Distributed Systems

* Disparate Use Cases

* Complex Transactions

» Secure Transactions (Batch and Real Time)
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» Speedy Transactions

» Complex Business Logic (Client and Server)
* Auditable

* Document Management

» Back Up/Recovery/Disaster Recovery

* Massive Storage Systems

Now the application domain has been defined, let us cortsaefve can approach
testing it.

“Agile” development methods have been developed to tryeéimdnate the issues
associated with the more traditional development appesadthe Agile Manifesto
[“8] focused on many aspects of software development, teutris of quick delivery
it can be highlighted by the following two principles:

» Deliver working software frequently, from a couple of wetka couple of
months, with a preference to the shorter timescale.

* Business people and developers must work together daily thrdugieou
project.

For implementing new systems in any domain, even thkiBg/Finance sector, an
Agile approach to the testing makes a lot of sensematter what Software
Development Lifecycle (SDLC) is followed, testing dooes to be about analysis
and reporting on the Quality of the System Under T&S(T(). In Agile development
approaches this lends itself to a risk-based approachtfretmusiness perspective,
contrasting with more traditional development approachies risk analysis is done
with the Business Users, by the Business Users. Thissseelpe ideally suited to risk
adverse, yet economically constrained domains, suclalsiig)/Finance.

Agile test techniques should not be taken on without duad=rasion to the
dynamics of the specific project. | will consider tieneric characteristics of the
Banking/Finance systems as defined above and if, in getieey are suitable for an
Agile Testing approach. With this knowledge you can thersider the particular
project you are focusing on.

Characteristics of Banking/Finance Suitable for an Agile Testing Approach?

Systems

Multi-tier functionality Yes — for new functionalitylepending on
what aspects are under test.

Systems of Systems — Large scale | Depends on degree of rigour required by the

Integration Testing

Bespoke Development Yes

Lacking Documentation Yes

Many Interfaces Yes — when User Stories are well défine
Distributed Systems Yes

Disparate Use Cases Yes — User Stories defined and agreed.
Complex Transactions Yes — automated Unit and Integragsts

Secure Transactions (Batch and RealYes — Automated testing
Time)
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Characteristics of Banking/Finance Suitable for an Agile Testing Approach?

Systems

Speedy Transactions Yes- Automated Unit and Integration
testing.

Complex Business Logic (Client and Yes — Automated Unit and Integration

Server) Testing

Auditable Depends on the testing standards that may
be applied:
No — light documentation may not work fgr
this.

Yes — if the unit and integration tests are
automated, traceable and under source
control.

Document Management Depends on degree of rigour required by the
Testing

Back Up/Recovery/Disaster Recovety No — complete tmdtsired test coverage
must be available

Massive Storage Systems No — complete and structurecbiesiage
must be available

As noted previously, Agile is all about access to thsifess User (customer), and
rapid turn around of software which can be done via inergat and rapid (small
batches of functionality) development cycles. Incuniliethis approach is design
collaboration and review, less documentation, automastidde early and often code
delivery, unit and smoke tests before “independent” gséind importantly, business
experts defining and participating in Acceptance teéts

So, the key question is “What are we testing?” or rspezifically “What is the
objective of this test?” If we are focusing on LargelStategratior ® for example,
which is often a characteristic of Banking/Finance appibns, theoretically this is
technically difficult and requires extensive knowledgalbthe systems at the
interface definition level. This information may na available for all the systems in
the Integration scope; thus an Agile testing approachl aeark very well here. An
Agile testing approach would define the User Stories winicbrn define how the
various systems will be required to behave in specifeumstances — without
needing the in-depth documentation.

The Testing mindset of applying positive and negative tasditons will assist in
driving out many undefined requirements, so by working witlBimgness at all
levels the requirements for the interfaces and iateégr can be defined and tested.
Although there are technical integration requiremeneskdy “needs” still have to be
defined by the Business. The tests should and could even beddgfisuch a way
that they are automated and retained for ongoing regnessaintegration testing.

If the project is adding functionality to an existing gyst testing the new
functionality under an Agile Development approaclhtraight-forward, but how do
we make allowances for the potentially extensive Regpmesssting? The big
guestion here is when will the Regression testing occilneirigile lifecycle? What
should be within the iteration, and what should be exddien the iteration? Of

Software Education Associates Ltd 4 of 7



course, the standard testing answer is “it depends” ketheoint is to identify what
the dependencies are.

New functionality could be developed under an Agile apgrpbiat then integrated
using more traditional methods, or even the reversditibmal methods for the initial
development and Agile testing for the Integration angr&ssion test activities. For
example if the project was about installing a Servicet@ed Architecture (SOA)
infrastructure, which is increasingly common in the Indystnd incorporating
legacy systems with new “Commercial Off The Shelf'carats (COTS) 2. The
business logic layer may be done in an Agile approadineanew functionality could
be developed using the more traditional methods. Eitherwiagt, about the
Integration and Regression testing? There are two tfpegression testing to
consider; regression testing within the Iteration and ssgya testing when the new
functionality is integrated within the system as a l@hor when the new system is
integrated within the “system of systems”.

Applying an Agile Testing approach to the regression tesiagisk, the main risk
being that the right people are not made available autiead on what is important to
the business for the regression User Stories. Sonsethigecould be due to the
merger or take over of an existing system, where tbavladge has not been retained.
However when there is little or no documentationebuthis is the ideal time to
involve the Business and have them understand the figk&ggting approach, and
define the Acceptance Criteria; which is a fundameptaiit of the Agile Testing
approach.

Another risk with the Agile approach is coverage, camewsure we achieve sufficient
coverage for the Business and the new implementatibisZ®mes back to the
Business and working closely with the Development Teadntlae Test Team to
clearly define the User Stories that are associatédregression. The Agile approach
allows the discussion and analysis of the risks amdications of the new
development, and any further testing that must takesplac

Another characteristic of the Banking/Finance domathasheavily regulated
environment, which implies lots of regression testing s-ighideal for an Agile

testing approach as the regression tests are an inpegralf the development
lifecycle. Unit Testing and Automated Test Suites are qidtie Agile approach, and
when done correctly provide a traceable and re-usablerarkdor all development
and testing. Of course this only applies to the systbhatdtave been developed using
an Agile approach. When considering the IntegratioRegression testing, an Agile
testing approach allows the ongoing development and i@tesftthese frameworks,
independently of any specific development lifecycle.

The Agile testing approach advocates a high degree afisage which means that
the performance and security aspects of the testingearcluded in the standard
System and Acceptance test suites. These can be nmowethe domain of the
specialists, once written, and incorporated into thedsird suite of Regression and
Acceptance tests, meaning that this area is no longerda@oked or considered “too
hard” . Agile approaches with their inherent risk analgsiable risk mitigation by
focusing on the “hard” things earlier in the developmente; and by doing so,
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escalating them in the order of development and impéingethem as early as
possible.

Additionally when the Agile approach is taken to testthg, Business User is able to
define, via their User Stories, the importance andésrassociated with these
aspects of the system. Agile testing approaches maaththBusiness User is also
there to participate in the testing, or demonstratisaghat they can say when it is
“good-enough” instead of assigning arbitrary and sometimdesiable numbers to
performance characteristics. They are gathering arbatderstanding of their
system, earlier in the development cycle.

An Agile testing approach is excellent for other norcfianal testing; with continual
integration, we can focus on the non-functional or Quatpects of the system
(providing we have the appropriate test environment) and ¢@winual testing and
re-factoring (if required) of the architecture and codeengmIIy without the use or
“interference” caused by Browsers or other distracting' UlsThe use of stubs and
harnesses, and other test tools coupled with frequent carstmonstrations means
that they are able to focus on the performance wittheuinfluences of any Ul
driving their understanding of the system.

An Agile approach to testing also allows the acceptantaria to be clearly defined,
as soon as they become part of any specific User Stomgating the story forces us
to consider how it will be tested. These factors atenodverlooked or worse, poorly
or incorrectly defined, in more “traditional” approach&kese tests are then able to
be incorporated into the new or existing system as sepossible. This also
contributes to a substantial knowledge base about thensy®ing established very
quickly.

When considering the question of if Agile Testing appraaaiuld be used on
Banking/Financial domain applications the usual testing an$twepends” applies.
With the move towards more dynamic applications andigrepeed to market there
is a need for Agile techniques across the board in thisoodditionally there is
the need for very traditional structured approaches tingegue to the regulatory and
auditory requirements of the industry. Thus what thesucs is a more “hybrid”
approach to the development and testing. We can useediffégss structured,
techniques during the development phase, almost a purigt &gproach (although
Agile is highly structured), and then once the projestiieen delivered the testing
can stand alone, with moderate support, to continueetiression testing. The testing
however, could continue to use the fundamentals of Agiting to enhance the
understanding of the SUT, and to work with the Businessmdertaking their risk
analysis. Agile test techniques should be seriouslyideresi for the
Banking/Finance domain. As with all development andngstpproaches, they
should be implemented after a period of consideratidraaalysis. The most
important consideration is to ensure that the systehested!
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